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What is aninformation system (IS) ?

(Incomplete) De�nition : information system

An information system is a set of computers permanently connected or
not to each others, allowing people or entities to share data (pictures,
documents, programs,. . . ) or voice.

What a diversity !

Telco networks, mobile or not

Web sites (companies, countries, labs, . . . )

From personal computers to backbones of ISPs

Military systemscommand & control
And many others . . .
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Border of an IS

Computer related pieces

laptops : connected at the o�ce, at home, at hotels, at
airports,. . . with no speci�c protection

Mobile devices : phones & PDA embedding more and more features

Networks : interconnected systems, each with di�erent security levels

De�nition (or not)

An IS does not have a clearly de�ned border anymore. It's the opposite :
it's become more and moreblurreda

aThough it doesn't mean a �rewall is useless. . . ! ! !

F. Raynal Attacks!!! 4/67



Information System
Survey of technical attacks

From technique to information
Bank robbery

Prelude

Technical attacks

Technical attacks : the diversity and growth of IS make them more
and more complex

The more complex a system is, the less secure it is (most of the
time)

What if there were other kinds of attacks. . .

Why should we only consider technical 
aws when human being also
part of the system ?

Why not considerglobal attacks, combining everything together in
order to increase the e�ciency of the attacka ?

aBad guys usually have no restriction.
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Attacking the sheet of paper

Algorithmic complexity

The e�ciency of an algorithm is estimated regarding its complexity. It gives
an estimation of theaverage number of operations done in order to reach
its goal.

. . . which is di�erent from worst-case complexity

An attacker can deliberately try to craft inputs in order to reach the worst-
case scenario for the algorithm. . .

Complexity everywhere

It is essential for many operations :

Router : compute of the best route

Hash table : save and sort objects in a container

Regular expression : scripts, pattern matching
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Attacking complexity illustrated

Hash table howto

Given any object, ahash functiona returns an index in a table

These functions can have collisions : 2 objects can have the same
index in the hash table

When a collision occurs, all objects with the same index are put in a
linked list at the given index in the hash table

aNot a cryptographic hash

Why using hash tables ?

Allow to storeany kind of object in a container

Seeking in a sorted list has a complexity ofO(log (n))

Seeking in a hash table has a complexity ofO(1)
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Attacking complexity illustrated : the average

Average complexity

A collision happens with objects (1-2), (3, 4, 6). For those, inserting in the
hash table is as complex as inserting in a sorted list.
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Attacking complexity illustrated : the worst

Worst complexity

An attacker has built objects leading to collisions. Complexity is the worst,
both when seeking and inserting an object.
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About the di�erence between the paper and the silicium

(Holy) crypto : the Grail is the key

Ciphering : DES, AES, RSA, EC. . .

Signature : RSA, DSA, EC. . .

Security proof & crypto

No real proof, only a complexity for the best known attack (which
usually requires several millions and millions years to succeed)

Real proof only in very few situations. . . but how to de�ne security ?

Crypto : the solution to all our troubles ?
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Side Channel Attacks

What if the CPUs were talkative ?

Timing Attack : evaluate the time in order to guess a bit and rebuild
the key

Differential Power Analysis : evaluate the power used during 2
computations, make the di�erence and rebuild the key

Simple Power Analysis : same as DPA, but with a single computation

Branch Prediction Analysis : evaluate the anticipations made by the
CPU in order to rebuild the key

Fault injection : cause a fault during a computation to reveal a bit
and rebuild the key
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Side Channel Attacks illustrated

Timing attack

def a u t h e n t i c a t e ( use r ) :
pwd = ask password ( )
rea l pwd = g e t r e a l p a s s w d ( use r )
w h i l e ( pwd [ i ] == r e a l p a s s w d [ i ++])
r e t u r n i == l e n ( r e a l p a s s w d )+1

Try a 1st password : "A"*16

If the 1st char of the pwd is really a A, we leave immediately the loop

Otherwise, the 2nd character is tested

And so on. . .
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Deep into the kernel

What is it for ?

Interface between the devices (drivers, communication bus, . . . )

Main features : memory management, scheduler, �le system, . . .

How to build a kernel ?

Several millions of lines of code, mainly in C, small parts in assembly

Critical algorithms : allocations, page management, scheduler, . . .

Unusual programming :dead locks, latency, bugs almost forbidden
(may destroy the hardware)
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Attacking the kernel

Why should we care about the kernel ?

Maximum privileges, more powerful than root and Admin together

Full control on the system, with no restriction : can access to every
piece of information, from network to keyboard

Entry points

Accessing the kernel is restricted but there are 2 entry points :

Drivers : interface between the hardware and the operating system,
handle USB, network device, video, and many more

Syscalls : switch the CPU execution environment from user to kernel
mode
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Attacking the kernel illustrated

Case study 1 : WiFi drivers

July 2006 : 
aw in the Airport driver for Mac OS X

November 2006 : 
aw in the Broadcom drivers for Windows (also
targets Linux and FreeBSD through madwi�)

January 2007 : 2 
aws in Intel Centrino drivers for Windows

Case study 2 : Microsoft Windows kernel GDI local privilege escalation

Flaw reported to MS in 10/2004, disclosed on 11/2006, patched in
04/2007

A memory area is shared with read permissions anytime a window is
opened in an application

Any process can change the permissions of this area (e.g.rwx :-)

Easy DoS, also arbitrary code execution (exploits available)
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Applications

What is client/server ?

Application interacts with "external" components

Based onclient/server model

!"#$"#

%&'(")*"+,

-&'./+0"#

Mainly related to network : web, mail, �le transfer, db, . . .

Which applications are good targets ?

Servers : mail, web, ftp, vpn, db, . . .

Clients : mail (Outlook, Thunderbird), web (Firefox, IE), . . .

Others : O�ce, multimedia, . . .
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Attacking remote applications

Case study : servers

Synchronous attack : attack is launched, result is immediatly
viewable

Brute-force is possible

Necessity to go through the authorized network 
ows

Intensively used by worms for propagation

Case study : clients

Asynchronous attack : a vector is sent, attacker does not know when
it reaches the target (or even if it reaches the target)

Brute-force impossible (in most situations)
Need to lure the target towards the attack vector :

Clients go to malicious data : phishing, DNS poisoning,. . .
Malicious data goes to the clients : virus, spam, . . .
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Attacking servers illustrated

From feature to 
aw

Too talkative : Netbios NULL session :
$ net use nn3.1.33.7 nipc $ "" /u:""

Too simple : root access on Solaris 10 with no authentication
$ telnet -l "-froot" solaris

Too old school, but working once again :land attack
send(IP(src=target,dst=target)/TCP(sport=135,dport= 135))

But these are often hard to achieve, and less commona !
Simulate a valid client
Build some requests so that the server is put in a given state
Send the o�ensive payload

Fortunately, nowadays, we have web applications and databases ;-)

aless commondoes not mean they don't exist anymore, but only that they are no
more public
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Attacking clients illustrated

Exploit the client AND the human

Cross site scripting : steal credentials related to a site from another
one

Phishing, pharming (phishing + DNS poisoning) : lead a naive
human to a fake site so that he enters his secret credentials

Favorite targets : web browsers (MOBB : 07/06), web clients

Exploit embedded in java (usually not analyzed by proxies) or
javascript (easily obfuscated) : invisible until it is executed by the
client
malicious code hidden in a html page, just have to wait for the
client :

The more visited a website (sex, warez, . . . ), the more e�cient the
attack
Abuse a real corporate site (e.g. Wanadoo { main french ISP {
hacked in August 2004)
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Networks

Encapsulation

Layered model : each layer talks to the same layer at the other end
of the channel
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What network 
ow attack ?

Who can be attacked on a network ?

Source : the one starting the communication

Destination : the one receiving the communication

Flow : all information going through the network

Comment : none of these attacks aim at a software, they only use
communication protocols

Critical protocols

On the Internet :
Border Gateway Protocol (BGP) : handle the routing on the Internet
Domain Name Service (DNS) : handle the relation between a name
and an IP address

On a local network :
Address Resolution Protocol (ARP) : handle the relation between
addresses at layer 2 and 3
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Attacking the network

Interruption
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Interception
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Injection
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Man in the Middle

!"# $!%

&%%

Spoofing

!"# $!%

&%%

F. Raynal Attacks!!! 28/67



Information System
Survey of technical attacks

From technique to information
Bank robbery

Sheet of paper
CPU
Kernel
Applications
Network

Attacking the network illustrated

5 kinds of attack

Interruption : Denial of Service (DoS)
>>> land=IP(src= target , dst= target )/TCP(sport= 139, dport= 139)

Spoo�ng : IP address
>>> smurf=IP(src= target , dst= broadcast )/ICMP(type=echo-request)

Injection : TCP session hijacking
IP(dst= target )/TCP(flags=RST, seq= v+win, dport=bgp)

Interception : sni�ng
0x0030: 1e9e 4ff9 5553 4552 20 70 7265 7369 6465 ..O.USER.preside
0x0040: 6e74 4065 6c79 7365 652e 66720a nt@elysee.fr .
0x0030: 1e9e 6edc 5041 5353 2061 6c6c 657a 6c65 ..n.PASS. allezle
0x0040: 7362 6c65 7573 0a sbleus .

Modi�cation : man in the middle
>>> os.system( echo 1 > /proc/net/ip_forward )
>>> send(Ether(dst= target )/ARP(op=who-has,

hwsrc=my_mac, psrc=gateway_ip,
hwdst=target, pdst=target_ip))
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What we have learned from History

Everything changes, but everything is still the same

Flaws are changing :
To low level : kernel, hardware, . . .
To high level applications : web, xml, db, servlets . . .

Old (and bad) practices are coming back because technology always
re-invents the same things :

Moving from IPv4 to IPv6 : some old school attacks targeting Win98
worked on Vista Beta
Network has been restricted to port 80 . . . but every application goes
through this port !

Protection systems are spreading everywhere, from network to
system but insecurity market is very lucrative
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Why all these nasty attacks ?

Usual motivations

Fun : just to be proud with some friends or make deep impression on
girls

Usage of ready-to-click exploits, poor understanding of what is really
happening

Money : to increase one's incomes
Selling owned boxes

Ideology : to propagate a message (political|religious|ethic|. . . )
Strong audience websites defacement

Information (thus money) : to steal an information (black
competitive intelligence, spying, . . . )

Trojan horses and keyloggers
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For fun

W4rl0rDz at work

A group of Romanian pirates with 3 subdomains :

forum.w4rl0rDz.org : sell/exchange exploits

fucking.w4rl0rDz.org : main site of the t34m

exploits.w4rl0rDz.org : secret site . . . with no protection at all
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For money
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For ideology

Cyber-mujaheddin

The art of hiding �les

Geolocalization by satellites

Introduction to PGP : is it safe
enough for cyber-mujaheddins ?

The �rst mission of the cyber-jihad is to �ght

and defeat psychologically our opponents.The

cyber-jihad is much more destructive for their

�ghting spirit than usual war weapons.
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For information

USBDumper

Plug an USB key on an
unknown computer

The key is dumped on the hard
drive

Some macros can be added to
MS O�ce documents

Alternative : a low level copy of
the key is made for a future
forensics analysis
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What if targeted attacks were not that di�cult ?

Stupidity and human weaknesses

Exploiting a technical 
aw is often hard

Take advantage of a human error is much easier

Nothing is impossible, even what is unbelievable . . .
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External Targeted attacks

Stages

Environment : gather all information on the target (DNS, emails,
phone numbers, identify network services, . . . )

Looking for 
aws and mistakes using the collected information in
order to spot the 
aws, and �nd ways to exploit them

Planning : imagine a scenario, a backup one, contingency plans, test
all tools, before the real attack

Attack : run the scenario according to the plan and adapt it
depending on unexpected events, then strengthen the gained access
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Internal targeted attacks

Stages

Locally increase your privileges :
Get Administrator access on your own system
Retrieve all passwords, both local and hidden in caches, and break
them

Explore the network : spot important systems (domain controllers,
�les servers, backups, . . . )

Identify the admins : discover the name of all the admins on the
domain (usually, we just have to ask :)

Look for human mistakes : weak passwords on important servers, old
servers migrated a long time ago but still containing sensitive
information. . .

Bounce on another server, retrieve all passwords, both local and
hidden in caches, and break them
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Internal targeted attacks illustrated

Standard station 
stadm : ********
stduser : qwerty

Backup Server
+ master

sv_deploy : 
d3pl0y75

Administrator : 
$admin$

stadm_inst

Project
rv : rv

Administrator :
*******

Printing
Server

jdupont : ********
Administrator : 

(vide)

DB Server
admprov : *******
admsql : ******

srvadm : srv0dmsqlserver / sa

empty pwd

rv

2 domain controlers
1289 accounts

8 admin
Administrator (********)

jrichard (********)
jdupont (********)
jkevin (********)
dvador (********)
samva (********)
cveso (********!)
obade (********)File and 

printing servers

admprov 

Several servers 
(Lotus Notes, 

mails, ...)

Administrator

known password

weak password

jdupont

F. Raynal Attacks!!! 42/67



Information System
Survey of technical attacks

From technique to information
Bank robbery

Context of information based attacks
Technical attacks for newbies
Information based attacks

A story of passwords

Statistics on 1289 passwords taken from a SAM storage

7 pwd == login

46 (3.6%) login embedded in password

111 (8.6%) passwords containing the name of the company

36 (2.6%) with numbers only , 27 being qwerty, aka default
password (never changed !)

Time to break passwords

Using brute-force, more than1000 pwd on 1289 are cracked in
3h

A standard laptop has been used !

Using rainbow tables, in less than one night, only 10 passwords have
resisted (4 having more than 14 chars are unbreakable with current
knowledge/tools)

Total time for a complete takeover : one week
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If there was something else than technical �eld . . .

(Incomplete) De�nition : information system

An information system is a set of computers permanently connected or
not to each others, allowing people or entities to share data (pictures,
documents, programs,. . . ) or voice.

Consider an IS only as a container and forget the content

What if we also use the content to attack ?
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Colors of information

3 colors (AFNOR, French Organisation for normalization)

White Information : information easily and legally reachable
Ex. : newspapers, books, conferences, Internet, . . .

Grey Information : information legally reachable but a bit more
complex to get

Ex. : human sources, patent analysis, . . .

Black Information : information for which the access is legally
protected (e.g. NDA), and access is granted to few and identi�ed
people.
Prosecutions if one possesses such information without being
authorized

Ex. : human sources, formula of Coke, Military Secrets . . .

Black seems exciting, but what would you do with the formula of the
Coke ?
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Attack

Link between computer & information

Complete and irreversible takeover of a target's network

Complete and irreversible access to black information

But . . .

Attacking with/for information

How to learn the amount of frozen pizzas cooked in a factory ?
Hack into the network or learn the number of boxes they used ?

How to get the map of a plant in California ?
Hack into the network or ask to the �remen ?
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About the attack
My banker is a shark
Bank privacy ? What bank privacy ?
Putting everything together

Attacking a bank without hold-up

Who does the attack ?

A competitor who wants to buy it or discredit it

A former employee who wants a revenge for having been �red

Someone wishing a transaction with the bank will fail

. . .

We will not focus on who/why the bank is attacked. Instead, we will focus
on how.
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My banker is a shark
Bank privacy ? What bank privacy ?
Putting everything together

Current situation

First thoughts

Question : why do we trust our bank ?

Answer : because we believe it protects our money, thus it is well
secured

Goal : destroy this feeling

Way : make believe / show this trust is misplaced
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About the attack
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Bank privacy ? What bank privacy ?
Putting everything together

Preparing the attack

Looking for vulnerabilities

Everybody is sure all bankers are thieves and sharks
Strengthen that belief

Information on clients are critical for a bank
Find these information and let them leak
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About the attack
My banker is a shark
Bank privacy ? What bank privacy ?
Putting everything together

Flaw 1 : my banker is a shark

Increase the doubts in people's mind (theory)

Ethic of a bank

Argue about the competences of the bank

Increase the doubts in people's mind (facts)

Dig into open sources to �nd the con
icts
French newspaperCanard Enchâıné, rubric Couac
French TV M6 (03/07), Capital, reportage about bank opacity

Flaw in the ATM (09/06) : recon�gure them so that they deliver
50$ banknotes instead of 10$
Join a consumers association

Excessive credits sold to the poorest customers
Absurd charges (30¿ for -10 cts)

Commissions to sell some speci�c placements : the advice can not
be trustworthy
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About the attack
My banker is a shark
Bank privacy ? What bank privacy ?
Putting everything together

Flaw 1 : my banker is a shark

Awake the bad conscience in the bank (theory)

Ethic criticisms

Plea for transparency

Awake the bad conscience in the bank (facts)

What does the bank do withmy money stored in it ?
It speculates with it, while it was so di�cult for me to earn it
Examine the �nancial results to focus on the huge pro�ts
Get the incomes declaration of some important employees

Focus on the well-known opacity of the banks
Where goes the money, where it comes from : strange transactions
and partners, non ethical operations, all banks have o�ces in \tax
heavens"
Prices of operations : impossible to have an explanation on the
charges (e.g. a photocopy for 75¿)
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Flaw 2 : about bank privacy

Information based attacks

45 millions of credit card numbers stolen from TJX

Other US banks regularly declare similar theft

Our banks in France never declare anything : are they better secured
that US ones ? (or not)

Real life attack

Stand in front of a bank

Spot interesting customers, follow them to their apartment

Steal the letters from the bank in their mailbox
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Bank privacy ? What bank privacy ?
Putting everything together

Flaw 2 : about bank privacy

Computer based attack

More and more bank services are available on the Internet

They are often hosted by contractors (many, many, many)

Some unbelievable but real examples

Dedicated servers are used, but passwords for the backup system is
the same for everyone

What if I also rent one such server. . .

Online shop of a bank hosted and well secured. . . but the admin
console fully accessible from the Internet (with no password)

Full control of the application

Bank's charitable foundation hosted on the same server as a
presidency candidate's main site, and a IT security company. . . with
a php-include 
aw

Arbitrary command execution on the server
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My banker is a shark
Bank privacy ? What bank privacy ?
Putting everything together

Flaw 2 : about bank privacy

Another Computer based attack

Each customer has a login/password to access his account
Login isn char long, password ism char long

size(m) < size(n)

What is the easiest ?
Set an account/login and brute-force the password
Set the password and brute-force the login
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Summary of the attack

What will we use ?

Increase the de�ance towards the bank :
Con
icts in open sources (press, forums, . . . )
Flaws in the ATMs
Consumers associations

Awake bad conscience :
Absurd prices for the operations
Incomes of some important people
Speculations with other's money to make huge bene�ts
Unethical placements

Don't trust the bank privacy :
Steal several bank accounts notes
Access several online accounts
Block several online accounts (randomly chosen)
Hack / Disclose information and mistakes on related sites
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About the attack
My banker is a shark
Bank privacy ? What bank privacy ?
Putting everything together

Organizing the attack

A matter of tactic

Time : when and what to disclose ?
Technical : better the week-ends, holidays, . . .
Information : avoid the week-ends, holidays, . . .

Not true if you have a shocking scoop

Space : which communication channel to use to disclose ?
Civil society used to increase the noise (press, Internet, spin
doctors, . . . )
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About the attack
My banker is a shark
Bank privacy ? What bank privacy ?
Putting everything together

Last comments on the attack

A light grey operation

Low risk regarding the law
Asymmetric attack :

Low risk and cost for an attacker
High risk and cost for the bank

2 hard points :
Gathering all the information (long but not di�cult)
Planing of the attack (not necessarily long, but di�cult)
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Conclusion

Computer based attacks

More and more complex but reliable

Tools easy to use / ready to click

The most visible is not the most dangerous

But they are not that useful to intrude into a target network !
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Conclusion (one more)

Information is critical

An IS contains multicolor pieces of information

Capacity to extract and analyze the information is a real competitive
advantage

The 2 faces of information

Attacking for information (technical attacks) : gather, alter, destroy
information
Attacking with information (information based attacks) : increase the
doubts in people's mind, awake the bad conscience to the opponent

Asymetric : damage is much more expensive than attack
Indirect : the one attacking is never the one seen (manipulation)
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Questions . . . and maybe answers ;)

Greetings

For di�erent reasons : G. Arcas, J.B. Bedrune, P.F. Bois, D. Aumaitre, C.
Harbulot and my employer Sogeti/ESEC.
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